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Introduction: 
Transformational times
Consumer-facing companies are trying to balance the need for a smooth 
digital transaction journey with the necessary security, authentication 
and fraud protection. That balancing act has only intensified in the light 
of the covid-19 pandemic, which has seen a rapid increase in online 
spending, with global e-commerce monthly traffic growing from 16bn to 
22bn from January to June 2020.1 Individual country statistics tell a similar 
story: over one in four small businesses in the US reported an increase 
in contactless payment services.2 In India digital payments have swelled 
by 42%.3 In Brazil, online wallet provider PicPay surpassed 20m clients 
by May, a milestone it had not expected to reach until December.4 

While the surge in digital transactions has proven a lifeline for individuals 
and businesses, it also creates new risks. There has been a marked 
increase in cyber-fraud, including phishing scams, that exploit consumer 
trust.5 How can executives both grow their business, while also mitigating 
fraud and managing the upheavals of the pandemic? What changes 
have they made to the digital transaction process? And how has the 
pandemic played into longer-term digital transformation initiatives 
such as artificial intelligence (AI), digital wallets and national digital 
identification schemes? To find out, The Economist Intelligence Unit, 
sponsored by TransUnion, conducted an analysis of the top global trends 
in the security and fraud space and surveyed 1,610 executives across 
12 economies—Brazil, Canada, Chile, China, Colombia, the Dominican 
Republic, Hong Kong, India, the Philippines, South Africa, the UK and the 
US—to understand how these trends are impacting their business. All 
respondents were responsible for growing digital commerce, customer 
protection (eg, fraud or security) or customer experience in the firms.
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Key findings 

National digital ID, biometrics  
and privacy regulation:  
A more level playing field?

An estimated 1bn people worldwide do not have 
basic identification credentials like passports 
or birth certificates,6 a problem the UN hopes 
to solve by 2030.7 National digital ID initiatives 
are government-administered programmes 
to provide a digital identity to residents, often 
using biometric data for authentication.8  
There are an estimated 70 countries with 
some form of national digital ID in place.9 

Our survey found broad support for national 
digital IDs, with 71% of executives believing 
consumers are comfortable sharing data 
with governments and an even higher share 
comfortable sharing such data with private 
companies. The vast majority of respondents 
also think national digital IDs will help fraud 
prevention in consumer transactions. By 
creating a single identification unit, companies 
often find it easier to authenticate customers 
and offer digital services securely.

Respondents believe national digital IDs 
could open untapped areas of economic 
opportunity, with 70% believing they give 
lower-income customers access to more 
services. Because such IDs make economic 
mobility easier—allowing people to open bank 
accounts, access government financial transfers, 
travel across borders and receive payments, 
among other benefits—they are viewed as 
beneficial to consumer-facing companies.10 

6  “ID4D Data: Global Identification Challenge by the Numbers”, The World Bank, 2020.
7 “Inclusive and Trusted Digital ID Can Unlock Opportunities for the World’s Most Vulnerable”, The World Bank, August 14th 2019.
8 National Digital Identity Programmes:What’s Next?, Access Now, May 2018.
9 “5 reasons for Electronic National ID Cards”, Thales, May 6th 2020.
10  The World Bank 2019.

of executives believe 
consumers are 
comfortable sharing data 
as might be used in a 
national digital ID with 
government bodies.

71%
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By industry, respondents from consumer 
lending and telecoms are most likely to think 
such IDs give lower-income groups access 
to services they might otherwise lack. This 
should be expected as both industries have 
led the way over the last decade in reaching 
consumers that lack access to traditional 
financial services, manifested in innovations 
like microfinance and mobile money.11 

Government regulations to strengthen data 
protection and privacy in the face of digital 
ubiquity need not hold back innovation, with 51% 
of respondents thinking that such regulations can 
improve customer experience (CX). Companies 
realise that customers must feel safe and secure 
online to participate fully in the digital economy. 
The survey also shows optimism that evolving 
technological innovations like biometrics 
(fingerprint, facial or voice recognition) 
could further reduce the trade-off between 
fraud, security and CX, with 85% expecting 
biometrics to be used to authenticate the vast 
majority of payments in the next ten years.

of executives believe biometrics 
will be used to authenticate the 
vast majority of payments in the 
next ten years.

85%

11 For examples, see Nick Hughes and Susie Lonie, “M-PESA: Mobile Money for the “Unbanked”, Innovations, 2007; Jana Hamdan, 
“The Impact of Mobile Money in Developing Countries”, DIW Berlin, July 16th 2019; Ingrid Lunden, “Kreditech, the AI-based near-
prime loans platform, nabs $22M under new CEO to expand globally”, TechCrunch, September 25th 2019 and Majid Bazarbash 
and Kimberly Beaton, Filling the Gap: Digital Credit and Financial Inclusion, IMF Working Papers, August 7th 2020.
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Consumer lending 

Financial services 

Gambling and casinos 

Healthcare 

Insurance 

Retail 

Telecoms

Source: The Economist Intelligence Unit

Rise of mobile and transaction security

Security features are continually 
implemented and upgraded in digital and 
mobile platforms, such as the introduction 
of biometric-authorised payments on 
smartphones, end-end-encryption in 
messaging apps and software patches to 
fix flaws. One challenge with the tightening 
ratchet on security is that lower-income 
consumers tend to use cheaper mobiles 
and replace them less regularly with new 
models, making them unable to fully 
participate in the digital economy.12 

Our survey shows worry among executives 
about this phenomenon, with 86% agreeing  

that security features not being built with 
older phones in mind is a hindrance to 
their business, even as the vast majority 
also say they are working to overcome this 
hindrance. Real-world examples show the 
extent of this issue: In the US, government-
subsidised low-cost phones have been 
found to be pre-loaded with malware.13  
Elsewhere, security concerns, including 
fears of identity theft, fraud and online 
scams,14 stop some people owning a phone 
in the first place: 21% of respondents in 
one South Africa survey reported security 
uncertainty as the main factor preventing 
them owning a mobile phone.15 

12 Nathalie Maréchal, “How Cheap Smartphones Leave the Poor More Vulnerable”, Slate, April 6th 2017.
13 Thomas Brewster, “U.S. Funds Program With Free Android Phones For The Poor — But With Permanent 

Chinese Malware”, Forbes, January 9th 2020.
14  A framework to understand women’s mobile-related safety concerns in low- and middle-income countries, GSMA, 2018.
15 The Mobile Gender Gap Report 2019, GSMA.

Figure 1: Identity is key
Agree/disagree: A national digital ID helps give low-income groups access 
to consumer services they would have previously been excluded from
(% of respondents, by sector)
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Pattern recognition, which deciphers trends 
based on large reams of historical data, like 
purchasing behaviour, is the most common AI 
use case for fraud prevention and transaction 
security, our survey found. Fraud detection and 
improved security are also where respondents 
see AI showing the greatest benefit to their 
business, by a substantial margin (43% 
compared to 29% who voted for smoother 
customer experience, the second-largest 
share). This reflects AI’s inroads across a range 
of security and fraud-sensitive industries, 
including financial services and insurance, 
where it is often viewed as a crucial tool in 
the trust-building process. One global poll 
found a nearly 200% increase in the number of 
organisations planning to use AI and machine 
learning to detect and deter fraud by 2021.16 

Digital transformation and AI: 
Navigating the new wave

Covid-19 has forced firms to undertake digital 
transformation at speed. In our survey, 61% of 
respondents have changed their transactions 
process, including increasing financial 
investment, due to the pandemic. Companies 
realise that now more than ever, a smooth 
customer journey is vital to their business 
viability, with 85% believing smooth transactions 
are now “essential to survival” rather than merely 
a competitive edge. This transition has not been 
without challenges, however, with nearly two-
thirds of companies that changed their digital 
transaction process as a result of the pandemic 
experiencing glitches, which could lead to more 
instances of fraud. Consumer lenders reported 
the highest frequency of severe glitches (34%) 
and there were large variations by economy, with 
34% of Indian respondents that made changes 
reporting severe glitches compared to lows of 
11% in Brazil and only 10% in Colombia.

Looking beyond the pandemic, the survey 
also shows a continued interest and uptake 
of artificial intelligence across a range of 
security and CX domains. AI has become 
an essential engine of digital transformation 
thanks to recent improvements in algorithmic 
performance, increased computer processing 
power and a proliferation of real-world 
use cases, demonstrating its potential 
in diverse contexts and settings from 
insurance and banking to e-commerce.

16  “AI for fraud detection to triple by 2021 - ACFE”, SecurityBrief, June 26th 2019.

of executives believe smooth 
transactions are now “essential 
to survival” rather than merely 
a competitive edge. 

85%
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However, companies are facing challenges in 
their AI journey, including hiring AI talent, cited by 
32% of respondents, followed by lack of capacity 
to manage AI implementation and uncertainty 
around regulation. Current AI-related regulatory 
questions being examined by governments and 
digital-rights advocacy groups include anti-
competitive practices, predatory pricing schemes 
and data bias that might unfairly disadvantage 
some consumers (such as analysing social media 
networks to ascertain creditworthiness).17

17  For examples, see Unlocking digital competition, Digital Competition Expert Panel, March 2019; On Artificial Intelligence - A 
European approach to excellence and trust, European Commission, February 19th 2020; Richard L Hudson, “France and Canada 
move forward with plans for global AI expert council”, Science | Business, November 19th 2019 and “Is the competition regime 
ready to take on the AI decision maker?”, CMS Legal.

Figure 2: Get smart, be safe
% of respondents selecting “improved security 
and fraud detection” as the area of digital 
commerce in which AI shows the greatest 
benefit for their organisation, by sector

of executives cited high 
cost of hiring AI talent as 
a key challenge they are 
facing in their AI journey.

32%
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expecting a positive impact on revenue. In 
particular, digital wallets’ impact on revenue 
is expected to be very positive in India, Brazil, 
Chile, the Philippines and South Africa.

There are, however, challenges and risks to 
super-apps and digital wallets. A majority 
think that identity-authentication methods 
employed by super-apps present “worryingly 
high risks” to data privacy, demonstrating that 
association with super-apps can expose brands 
to breaches in consumer trust. WeChat, for 
instance, has been criticised for weaker privacy 
provisions,21  and Gojek has also faced a number 
of security challenges over the last five years.22

The top two barriers to super-app adoption, 
respondents say, are concerns related to security, 
privacy or fraud and regulatory limitations on 
data-sharing with third parties. Regulation is 
an especially critical obstacle in the US and EU, 
where legislators are exploring antitrust and 
anti-monopoly interventions to limit the reach 
of large tech companies that would most likely 
originate a super-app model in the West.23 The 
survey finds more optimism in Asia that super-
apps will be the dominant portal for commerce in 
five years, and less worry about security breaches.

Super-apps and digital wallets:  
An unstoppable force?

Super-apps are single digital portals, 
predominantly accessed via smartphones, 
through which customers access and pay for 
third-party products and services. The most 
advanced are China’s WeChat and Alipay, which 
combine messaging, social media, marketplaces 
and services.18 Indonesia’s Gojek is another 
leader offering a combination of mobility, food 
and grocery delivery, payments and logistics.19 
While Western tech companies have shown 
interest in becoming super-apps—with Snap, 
for instance, looking to expand into payments, 
messaging, e-commerce and digital currency20—
Asian brands have taken the lead in this domain 
thanks to accommodating regulation, strong tech 
capabilities and high levels of public support for—
and uptake of—digital transactions technology.

Super-apps can be a game-changer for 
consumer-facing brands, as they disintermediate 
conventional marketing and transaction 
processes. Companies can leverage the 
payments and authentication infrastructure 
developed by deep-pocketed tech giants. 
Fittingly, the vast majority of survey respondents 
are optimistic, expecting super-apps to be the 
dominant portal for digital commerce over 
the next five years, with the top benefit seen 
as access to a broader customer network.

The survey respondents are similarly 
optimistic about digital wallets—financial 
accounts that allow storage and transactions 
of money via mobile or computer—with 82% 

18 “Super app or super disruption?”, KPMG, 2020.
19 Mercedes Ruehl and Hannah Murphy, “Facebook takes Indonesia foothold with Gojek deal”, Financial Times, June 3rd 2020.
20 Hannah Murphy, “Snap opens up to developers in push to create WeChat-style superapp”, Financial Times, June 11th 2020.
21 Emily Feng, “China Intercepts WeChat Texts From U.S. And Abroad, Researchers Say”, NPR, August 29th 2019.
22 “Security vulnerabilities in GO-JEK”, Hacker Noon, March 24th 2017.
23 For examples, see Bill Baer, “The tech antitrust hearings are over: What’s next for enforcement?”, Brookings Institution,  

August 11th 2020 and Javier Espinoza and Sam Fleming, “Margrethe Vestager eyes toughening ‘burden of proof’ for Big Tech”,  
Financial Times, October 29th 2019.

The vast majority of survey 
respondents expect   
super-apps to be the 
dominant portal for  
digital commerce over  
the next five years.
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Asia’s exceptionalism bridges economic opportunity gaps

Our survey found respondents in Asia—in 
our study, encompassing China, Hong Kong, 
India and the Philippines—are far more 
optimistic about the speed of technological 
change in the transactions-security nexus. 
They are the most likely to believe that 
super-apps and digital wallets will have a 
beneficial impact on revenue, to predict that 
biometrics will authenticate the vast majority 
of payments in the future, that super-
apps will dominate transactions and that 
physical cash and physical payment cards 
will no longer be in use within ten years.

Asian consumers are also more trusting of 
institutions, our respondents believe, with 

84% and 81% saying their consumers are 
comfortable sharing data with government 
bodies and commercial entities, respectively, 
compared with only 66% and 64% in North 
America and similar ratios in Europe and 
Africa. Much of this can be explained by 
the fact that emerging-market consumers 
generally take a different view of cost-
benefit calculations of digital-payments 
technology, given that traditional financial-
services infrastructure is typically much 
more limited than in developed economies. 
Limited access to brick-and-mortar 
banks and a lack of credit-card use, for 
example, helped mobile money take 
off in emerging markets like China.24

Source: The Economist Intelligence Unit

24  “The Mobile Payments Race: Why China Is Leading the Pack — for Now”, The Wharton School, January 17th 2018.
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Figure 3: Poised for lift-off
How would you describe the potential impact super-apps may have 
on your organisation’s annual revenue over the next five years?
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• AI is paying dividends across the digital 
transformation agenda, especially in 
fraud. AI’s greatest benefits so far are in 
fraud detection and improved security, with 
pattern recognition tools delivering the most 
significant gains. Cost of talent, integration 
challenges and regulatory uncertainty are 
the primary roadblocks currently faced.

Looking ahead, companies must understand 
the long-term trends and innovations 
affecting security, privacy and fraud, in order 
to successfully balance optimal customer 
experience with rigorous security and fraud 
prevention and be best positioned to succeed 
in their market. Building trust in a digital 
consumer landscape may be challenging, but 
it will separate the winners from the rest.

Conclusion: Navigating a changing landscape

The covid-19 pandemic has forced a worldwide 
shift to digital transactions, accelerating already-
existing trends. Consumers crave more simple 
digital transactions, and businesses must realise 
that in order to build trust in a covid-affected 
world, they must provide them with a more 
convenient and inclusive way to transact that still 
protects security and privacy.

Our survey uncovers a number of hurdles to 
reaching this goal, but also highlights a general 
optimism that technological innovations like 
national digital IDs, AI and super-apps can 
help organisations strike the right balance. As 
such, companies looking to up-level their trust 
propositions in the digital transaction space 
should keep the following points in mind:

• National digital IDs, biometrics and 
super-apps may be promising, but they 
carry risks. The majority of respondents 
are optimistic about these mega-trends, 
even as security concerns may act as 
a brake on their unfettered use.

• The challenges introduced by the 
pandemic in digital commerce, 
privacy and security are significant 
but not insurmountable. The vast 
majority of respondents see smooth 
transactions as essential to survival 
and companies have increased their 
investment in digital transactions due to 
the pandemic accordingly. However, a 
minority of companies experienced no 
glitches in doing so, with large variations 
across countries and sectors.

Businesses must realise that 
in order to build trust in a 
covid-affected world, they 
must provide consumers 
with a more convenient and 
inclusive way to transact 
that still protects  
security and privacy.
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Appendix I: Trends methodology
There are a number of mega-trends that are 
shaping the future of customer interaction in our 
fast-changing world. Interactions, commerce 
and the provision of services have been 
moving online at a rapid pace, and the covid-19 
pandemic, which has brought global economic 
growth to a halt, is acting as an accelerant to 
some of these trends already under way. 

To better understand how these trends will 
shape how companies interact with their 
customers, The EIU undertook a multistep 
research process to identify seven trends that 
are most relevant to the future of the digital 
customer transaction journey. 

The seven trends selected for analysis are: 

• The development of national standards of 
digital identification

• Stronger regulation regarding personal data 
collection, storage and use

• Acceleration of digital transformation

• Growing application of AI and  
predictive analytics

• Digital services aggregate into  
common ecosystems

• Secure digital wallets reshaping  
online payments

• Mobile phones serving as the primary means 
of digital connectivity

The EIU developed a deep-dive report on these 
seven trends through a multistep process:

Phase 1: The EIU team conducted a horizon 
scan and targeted literature review to identify a 
long-list of more than 30 trends with far-reaching 
impacts across industries and regions, organised 
and grouped according to a political, economic, 
social, technological, legal and environmental 
(PESTLE) framework. Trends with a likely longer-
term impact—through 2030—were prioritised.

Phase 2: From this long-list, The EIU identified 
the seven trends with the most relevance to the 
future of the consumer experience, and with a 
high likelihood to impact the future of the digital 
transaction journey. During this phase, The EIU also 
identified and interviewed three leading experts:

• Naman Aggarwal, Asia Pacific Policy 
Counsel, Access Now

• Harish Natarajan, Lead Financial Sector 
Specialist on Payments, World Bank

• Leesa Shrader, Program Director of the 
AgriFin Accelerate Program, Mercy Corps

Phase 3: Through additional desk research, 
analysis and expert insights, The EIU developed 
deep dives for each of the seven trends, which 
examined the impact and relevance of the 
individual trend alongside the opportunities 
and risks it creates for companies as they look 
to improve the customer experience and create 
economic opportunity while also maintaining 
security and individual privacy.
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Appendix II: Survey results
All figures represent % of respondents

Figures may not add up to 100% in some cases due to rounding or because more than one option could be selected

Brazil

Canada

Chile

China

Colombia

Dominican Republic

Hong Kong

India

Philippines

South Africa

United Kingdom

United States of America

 

D1. In which country are you personally located?

3.9

7.8

3.7

7.5

7.1

10.1

10.6

11.2

11.2

10.6

9.3

3.9

7.8

3.7

7.5

7.1

10.1

10.6

11.2

11.2

10.6

9.3

7.1

D2. What is your organisation’s primary industry? 

Consumer lending and credit card issuing 
(incl auto and consumer durable loans)

Financial services

Gambling & casinos 
(incl operators, online gambling or gambling technology providers)

Healthcare

Insurance

Retail/e-commerce

Telecommunications

14.7

14.7

14.7

14.7

14.5

14.7

12.0

$1m to less than $2m

$2m to less than $5m

$5m to less than $10m

$10m to less than $25m

$25m to less than $50m

$50m to less than $100m

$100m to less than $250m

$250m to less than $500m

$500m to less than $1bn

$1bn to less than $5bn

$5bn or more

D3. What is your organisation’s 
annual global revenue in US dollars? 

7.1

9.2

18.9

20.6

19.5

13.0

6.8

3.5

1.1

0.1

0.1
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CEO/President or equivalent

CFO/Head of finance or equivalent

COO/Head of operations or equivalent

CIO/CTO/Head of IT/technology or equivalent

CISO/Head of information security or equivalent

CRO/Head of risk or equivalent

CSO/Head of strategy or equivalent

Other C-level executive

MD/EVP/SVP

VP/Director

Head of business unit or department

D4. Which of the following best describes your title? 

10.4

5.3

2.5

0.7

8.3

21.6

20.2

9.2

10.8

2.2

8.8

Customer experience

Finance

General management/strategy

Information security

IT/technology

Operations

Risk management (incl. responsible gambling)

D5. Which of the following best 
describes your main functional role?

12.5

12.5

12.5

15.6

15.6

15.6

15.7

Growing digital commerce

Customer protection (eg, fraud, security)

Customer experience

D6. To what extent are you responsible for or have influence over the following within your role? 

8.63.2 55.432.7

2.9
1.1

29.9 66.2

1.6

0.8

33.0

Not at all Not very VerySomewhat

64.5
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Suspicion that consumers’ personal data may 
be used for purposes other than what was intended

National digital ID raises the risk of fraud and identity theft

No clear need for a national digital ID

Lack of trust in private-sector companies to safeguard national 
digital ID-related data collected through customer transactions

Lack of trust in governments’ technical capability to maintain 
privacy and security with national digital ID systems

Concerns about government surveillance

None of the above

Don’t know

Q2. Which of the following factors, if any, most 
negatively influences your consumers’ comfort 
level toward the idea of sharing personal data 
for the purpose of a national digital ID? 

12.8

10.3

0.7

0.1

13.3

15.2

52.9

35.8

Q3. Which of the following areas of your business 
benefit from government-imposed data-privacy 
regulations you operate under? 

Data privacy

Online transaction security

Fraud prevention

Customer experience

None of the above

Don’t know

50.8

0.9

0.1

63.5

65.2

70.7

Government bodies

Private-sector firms

Q1. How comfortable are your consumers sharing personal data, such as that which would be available 
on a national digital ID, with the following groups? Examples of such personal data include full name, 
address, biometric information like fingerprints, etc. 

Very uncomfortable

Very comfortable

Somewhat uncomfortable

Somewhat comfortable

Neither comfortable nor uncomfortable

116 13 34 36

10 126 34 39

2
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Without a national digital ID, it is di�cult to reconcile multiple versions of consumer identities

There are benefits in a national digital ID for fraud prevention in consumer transactions

Use of biometric identification (fingerprints, facial recognition, voice, etc) will emerge 
as the dominant customer authentication method over the next five years

Ensuring customer security is more of a priority than improving the customer experience of digital transactions for my organisation

Smooth digital transactions have become essential to business survival rather than merely a competitive edge

The need for traditional authentication factors (birth certificate, passport, etc) 
in digital fraud and identity overly inconveniences our customers

A national digital ID helps give marginalised and low-income groups access 
to consumer services they would have previously been excluded from

Traditional fraud-prevention and identity-recognition tactics cause marginalised 
and low-income groups to miss out on consumer services that others enjoy

The identity-authentication methods employed by super-apps present worryingly high risks to data privacy

Q4. To what extent do you agree or disagree with the following statements? 

Strongly disagree

Strongly agree

Somewhat disagree

Somewhat agree

Neither agree nor disagree

Don’t know

74 17 36 36 1

4 142 38 41 1

112 4 34 48 1

41 12 37 45

102 3 37 48

104 16 37 33

183 7 33 37 1

4

3 8 16 38 34

7 21 35 32
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Q5. How would you characterise the rate of digital 
adoption in your industry compared to others? 

Much slower

Somewhat slower

About the same

Somewhat faster

Much faster

 

35.8

17.7

27.3

18.1

1.0

No, our digital transaction process did not require changes

No, because the risk of technical failure was too high

No, because changing the customer experience 
during a time of uncertainty was too risky

Not yet, but we are currently in the process of planning changes

Yes and we experienced no glitches or technical failures

Yes and we experienced minor glitches or technical failures

Yes and we experienced severe glitches or technical failures

None of the above

Q6. Did your organisation make changes to its 
digital transaction process as a result of the 
covid-19 pandemic? 

22.0

27.3

11.6

0.1

12.0

7.0

1.9

18.1

Significantly decreased

Somewhat decreased

Neither increased nor decreased

Somewhat increased

Significantly increased

Q7. To what extent has your organisation increased 
its investment in improving the digital transaction 
process as a result of the covid-19 pandemic? 

27.6

38.4

20.8

11.3

1.9

Q8A. Which of the following are 
encompassed in your company’s approach 
to AI, as it relates to fraud prevention?

Pattern recognition

Automation

Machine learning

Predictive analytics

Personalisation

None of the above

Don’t know

 

41.7

37.5

0.1

0.2

42.0

42.0

48.8

Q8B. Which of the following are 
encompassed in your company’s approach 
to AI, as it relates to transaction security?

Pattern recognition

Automation

Predictive analytics

Machine learning

Personalisation

None of the above

Don’t know

 

46.2

41.9

0.1

0.2

48.6

46.6

51.4

Q8C. Which of the following are 
encompassed in your company’s approach 
to AI, as it relates to digital commerce?

Automation

Machine learning

Personalisation

Predictive analytics

Pattern recognition

None of the above

Don’t know

 

38.6

38.1

0.1

0.2

44.2

39.7

45.3
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Improved security and fraud detection

Smoother customer experience

Faster transaction authentication

More robust protection of personal data

More personalised customer interface

Prediction services (auto-complete search queries, 
algorithm-based recommendation engines)

Improved ability to reach marginalised and/or low-income consumers

Q9. In which of the following areas of digital 
commerce does AI show the greatest benefit 
for your organisation? 

21.6

19.9

17.1

26.0

28.1

28.8

42.9

High cost of hiring AI talent

Lack of internal capacity to manage AI implementation

Uncertainty around government policy/regulations

Too costly

Lack of accountability and transparency in the AI decision-making process

Risk of AI enforcing unfair bias is too high

AI technology available is too immature

Too little data on which to train machine-learning algorithms

Inability to identify an appropriate vendor/platform

AI technology is not suited to our business

Don’t know

Q10. What are the biggest challenges to deploying 
AI in digital commerce for your organisation? 

23.1

20.6

20.4

19.6

18.5

13.4

0.1

25.0

25.2

25.5

31.7

Q11. In your opinion, what is the likelihood that 
super-apps will become the dominant portal for 
digital commerce among your consumers over 
the next five years? 

Highly unlikely

Somewhat unlikely

Somewhat likely

Highly likely

Don’t know

 

45.2

0.5

9.9

38.0

6.5

Q12. What are the biggest barriers to super-apps 
becoming the dominant portal for digital commerce 
over the next five years? 

Concerns related to security, privacy or fraud

Regulatory limitations on data-sharing with third parties

Lack of superior user experience in super-apps

Lack of market demand for super-apps

Anti-monopoly regulation

Antitrust regulation

Other

None of the above

Don’t know

19.5

0.1

0.1

0.1

21.1

22.0

37.5

26.3

48.0
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Risk of super-apps having security breaches

Lack of visibility into their fraud and security protocols

They allow our competitors to more easily lure away our customers

They prevent us from maintaining visibility/control 
over our customers’ data

Brand risk of association with super-apps 
due to societal distrust of big tech

Their monopoly position allows them to squeeze our revenue

Geopolitical tensions may cause balkanisation 
of global super-app market

Don’t know

Q14. What are the top risks that 
super-apps present to your organisation? 

23.2

19.2

18.2

0.2

23.9

23.9

27.5

37.8

Q13. What are the top benefits that 
super-apps present to your organisation? 

Provides access to a far broader customer network

Compels us to simplify our digital transaction process

Provides inspiration for innovation in our own products and services

Lets us provide opportunities to marginalised and/or 
low-income consumers that our conventional platform may miss

Allows us to outsource some of our marketing 
and customer-acquisition functions

Allows us to outsource our transaction security and fraud functions

Allows us to piggyback on super-apps’ higher trust 
and recognition level among consumers

Don’t know
0.2

25.7

25.0

24.0

22.6

22.4

20.2

35.3

Super-apps

Digital wallets

Q15. How would you describe the potential impact super-apps and digital wallets 
may have on your organisation’s annual revenue over the next five years? 

51 18 39 37

31 14 36 46

Very negative

Very positive

Somewhat negative

Somewhat positive

Neither positive nor negative

Don’t know



20New Dimensions of Change: 
Building trust in a digital consumer landscape

© The Economist Intelligence Unit Limited 2020

Q16. Mobile security features in the digital 
transaction process are typically not built to 
work on older phones that many low-income 
and older-generation consumers use. To what 
extent is this a hindrance to your business? 
Not a hindrance at all

Slight hindrance

Moderate hindrance

Major hindrance
19.4

38.0

28.1

14.5

Q17. To what extent is overcoming this 
hindrance a priority for your organisation? 

Not at all a priority

Low priority

Medium priority

High priority

 

(For those who selected slight, moderate or major hindrance in Q16)

43.3

12.1

42.9

1.7

Physical payment cards (credit or debit) will no longer be in use

Paper cash will no longer be in use

Biometrics will be used to authenticate the vast majority of payments

The vast majority of financial transactions will take place through a single super-app

Consolidation in companies o�ering fraud and security services

Voice authentication will be a common way to authenticate payments

Q18. In the next ten years, how likely are the following scenarios? 

14 24 33 29 2

12

2

6

3

6 17 37 37

8 41 45 3

3

10

16 39 35

36

20 36 30

49

3

3

4

Highly unlikely Don’t knowSomewhat unlikely Highly likelySomewhat likely
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